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       Computer and Network Use Policy Document 
        
Note:  This document is intended as a guideline with suggested wording for IT-related policies.  BSC 
Solutions Group Ltd. is not qualified to provide legal advice. As such you may wish to seek legal council 
regarding any policies you decide to implement.   

Overview  

Our information systems are a tool we provide to assist you in the performance of your job. If 
used properly, the Company computers and network are valuable resources for increasing our 
daily efficiency and effectiveness. If used improperly, however, they can cause problems on 
business and personal levels.  

We expect that you use our computer system in a professional and appropriate manner, 
keeping in mind that use of the system is a privilege, not a right. Open access to 
communications systems, information and servers is based on mutual trust and respect for 
other users. 

Our Practice 

We reserve the right to control information technology resources and will remove harmful, 
unlawful, abusive or objectionable material if necessary. 

Privileges will be revoked for misuse of resources, including, but not limited to, the altering or 
copying of system software, the placing of unlawful information, computer viruses or harmful 
programs on or through the computer system in either public or private files. 

We reserve the right to withdraw access to the facilities (computers or network) from any user if 
they demonstrate unethical, inappropriate or uncooperative use of the system. 

Inappropriate use of our Company computer(s), network and information resources is grounds 
for prompt disciplinary action, including counseling, reprimand, or termination. Responsible 
person(s) may be prosecuted and required to repay the Company or others for any loss 
incurred. 

The Details 

In more official terms, the following are guidelines for determining the appropriate and 
inappropriate use of our computer network. 
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Unprofessional Use 

Here are some examples of what we mean by unprofessional use of our computer system: 

• Users may not act as though they intend to break the law by, for instance, attempting to 
guess a password or gain unauthorized access to remote computers. 

• The principle of Copyright is to be upheld at all times. While most of the material on the 
network is considered to be in the public domain, copyright is breached if another user’s 
document is transmitted without their prior knowledge and permission. It is customary to 
acknowledge sources of any material quoted directly from elsewhere. 

• The privacy of other users must be respected. 
• Individuals may not attempt to monitor or read another user’s files or communications 

without proper authority. 
• Abusive or offensive language must not be used in any communications. 
• Information made available to others is to be accurate. Making false or misleading 

claims about any subject (or person) and publishing them constitutes fraud or libel, and 
may result in legal prosecution.  

• Unauthorized access to networks, computers or databases is forbidden. 
• It is illegal to use the Internet to gain unauthorized access to other computers or 

databases that are not in the public domain. 
• Users may not leave terminal sessions logged on, allow others to use their password, or 

make confidential information available to casual users. 

Inappropriate Use 

The following are examples of what we mean by inappropriate use of our computers and 
network: 

• Non-work related commercial activities are not allowed on Company premises, neither 
should Company equipment be used for these activities. Unofficial work of a personal, 
non-profit nature is permitted, as long as it’s done after hours, business-related work is 
not interrupted, and the guidelines in this document are followed.  

• Users should not waste computer resources or disadvantage other users by 
monopolizing equipment, network traffic, etc. Use of information technology should be 
conducted in a manner that does not create unnecessary congestion on our network. 
This includes “streaming” and downloading of large files.  

• Users must not attempt to harass others by using the facilities to deliver obscene, vulgar, 
threatening, or unnecessarily repetitive information. 

• Users may not use our equipment or networks for personal activities during working 
hours. 
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Internet Use 

Overview 

The Company provides Internet services, electronic e-mail, handhelds, and other electronic 
devices and services as important tools to support the Company's business and assist 
individuals in performing their job duties.  

It is the responsibility of every individual to ensure the Company's communication systems are 
used for authorized purposes only in accordance with our policies.  

The systems must be used in a fashion that does not improperly disclose confidential, sensitive, 
or proprietary information to unauthorized individuals or in violation of federal, provincial, or local 
law.  

Further, the Company wishes to protect its computer systems from attack by viruses, malware, 
phishing attacks etc. through personal e-mails, instant messaging, blogs, and unauthorized 
websites.  

Individuals must conduct themselves honestly and appropriately on the Internet, and respect the 
copyrights, software licensing rules, property rights, privacy, and prerogatives of others, just as 
in any other business dealings.  

Any communication in which the Company's communication systems are used, including 
correspondence such as e-mail, constitute Company property. Any unauthorized use of the 
Company's communication systems is strictly prohibited. 

The Company has the right to view all files that have been downloaded and to monitor all 
electronic and Internet and e-mail usage at any time.  

Guidelines 

Authorized Use 

The following activities are considered appropriate use of Company-provided Internet access: 

• Appropriate communicating with colleagues, customers, prospects, and suppliers 
regarding business matters in a professional manner. 

• Researching topics relevant to your specific job requirements. 
• Conducting other business activities that are directly relevant to your specific job 

requirements or productivity. 
• Using the Internet for appropriate personal use in line with our Personal Activities during 

Working Hours Policy. This includes personal banking, personal use of instant 
messaging, and use of personal e-mail accounts or web mail, planning a vacation. 
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When using our resources regarding business matters, please remember: 

• Special care is required when participating in social media, blogs, instant messaging, 
and e-mail communications. Only those authorized to speak to the media, to analysts, or 
in public gatherings on behalf of the Company are allowed to speak officially in the name 
of the Company to social media, newsgroups, blogs, or any other electronic medium. 

• Nothing sent on the Internet should be considered private. Don’t send information that is 
Company-confidential or proprietary regarding its products or markets. 

• All existing Company policies apply to your conduct on the Internet, especially those that 
deal with property protection, privacy, misuse of resources, discrimination and 
harassment, and information and data security. 

• Show consideration for other users by not monopolizing system resources and adhering 
to the security measures we’ve put in place to maintain system integrity. 

Unauthorized Use 

Although this list is not exhaustive, the following activities are considered prohibited: 

• Transmitting chain or threatening letters. 
• Using the Internet for illegal activities, or to transmit spam. 
• Disabling or circumventing security measures put in place by the Company such as 

firewalls, authorization, virus protection, etc. and thereby putting Company computers 
and information at risk. 

• Visiting sites that are considered inappropriate, pornographic or “obscene.” If you 
connect unintentionally to a site that contains sexually explicit or offensive material, you 
must disconnect from the site immediately.  

• Using the Internet at any time for sending jokes or obscenities, using fake search 
engines, downloading music or movies, chat sessions, job searches, accessing religious 
websites, and downloading any type of executable software. 

Individuals should be aware that when transmission is accomplished using Internet addresses 
and domain names registered to the Company, the transmission may be perceived by others to 
represent the Company. Users are advised not to use the Internet for any purpose that 
would reflect negatively on the Company.  

Downloading/Uploading Software and Images 

• All software downloaded from the Internet becomes the property of the Company, but 
keep in mind that downloading or distributing pirated software or data is prohibited. 

• Downloading entertainment software or games, or playing games against opponents 
over the Internet is not permitted. 

• Downloading images or videos, unless there is an explicit business-related use for the 
material, is not permitted. 

• You may not upload any software licensed to the Company or data owned or licensed by 
the Company without appropriate authorization. 
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• All downloaded files must first be scanned for possible virus infection, including viruses, 
worms, Trojan horses, or trapdoors. 

• Uninstalling protective software, such as firewalls and security software put in place by 
the Company, is prohibited.  

• Honestly disclose who you are when you send e-mail, register accounts, or conduct 
other Internet transactions. 

• Displaying any kind of sexually explicit image or document on any Company system is a 
violation of our policy on sexual harassment. Sexually explicit material may not be 
archived, stored, distributed, edited, or recorded using the Company network or 
computing resources. 

Social Networking Websites and Applications 

The following are examples of social or professional networking websites or applications: 

• Blogs 
• Twitter 
• Facebook 
• Google+ 
• MySpace 
• YouTube 
• LinkedIn 
• Instant messaging 

Access during Working Hours 

You may access these websites and applications during working hours providing that: 

• Your work deadlines are not affected. 
• The Company and its customers, stakeholders, vendors, or employees’ reputation and 

goodwill are not damaged. 
• Private information of the Company or any Company Individual is not divulged to any 

person or entity that is not authorized to receive that information. 

Access during Off-duty Hours 

• If you access these websites or application during off-duty hours, you must follow 
Company guidelines listed above during Working Hours. 
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Email Use 

Overview 

Everyone with access to a computer in the Company also has access to our email system. 
Email is a key communication tool, and we all like to have fun and flexibility in how we write and 
communicate. However, keep in mind that an email message is equivalent to a Company 
memo. You should use the same care in creating an email message that you do creating any 
other Company document. Ask yourself if you would want your email message to be reviewed 
by other un-intended recipients.  

We need to balance our need for freedom of expression, humor, and creativity with respect for 
each other, the speed and accessibility of email, and the law. When using our email system, use 
the application appropriately, and co-operatively.  

Our Practice 

Our IT department manages the creation and maintenance of all email accounts and 
passwords, as well as the installation and maintenance of email software on Company 
computers and our network. Mail folders are backed up daily by IT. Individuals are responsible 
to purge old messages and manage their own inboxes and personal folders.  

Incidental and occasional personal use of electronic mail is permitted so long as it is not 
abused. Personal use of your Company email account must be treated in the same way as 
personal use of our telephone system – ie kept to a minimum. We strongly encourage all 
individuals to use their personal email accounts instead of using the Company’s email account 
for personal use. 

Remember that personal messages are handled in the same manner as business-related 
messages. Every email message sent to, or received by, an individual in the Company using 
Company resources is considered a Company record that is backed up daily. The contents of 
any email can be monitored without an individual’s permission.  

Chain letters are not allowed, no matter how inspirational, informative or alarming they seem to 
be. Anyone found to be distributing email chain letters within the Company will be contacted by 
management immediately. 

The Details 

Email Privacy 

Individuals using the email system should expect that messages sent on Company business or 
with the use of Company facilities are available for review by any authorized representative of 
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the Company for any purpose related to Company business. The Company reserves the right to 
access the contents of email communications at any time and for any reason. It is a violation of 
the Company policy for anyone to use the email and computer systems to satisfy idle curiosity 
about the affairs of others, with no substantial business purpose for obtaining access to the files 
or communications of others. 

Email communications may be monitored at any time and for any reason, including but not 
limited to, breaches in security, violations of law, or infringement of Company rules. If indications 
of illegal activity or violations of Company policy or security are noted during monitoring, the 
individual(s) involved will be reported in accordance with Company policy. 

Do not send interactions or material that may be considered offensive to others, including, but 
not limited to, racial or off-color jokes, pornographic or sex-related links or content, or jokes 
based on age, national origin, ethnicity, religion, pregnancy, marital status, sexual orientation, 
disability or any other legally protected category. 

If you receive interactions or material that may be considered offensive as described in the 
previous sentence, it is your responsibility to advise the sender to discontinue sending you 
inappropriate emails or messages. If you are not comfortable advising the sender to stop 
sending these types of message, please contact your Manager or an HR Representative for 
assistance. 

Email Etiquette 

Treat email like regular business correspondence and follow the guidelines of email etiquette:  

• When receiving an email, we ask that you provide a response to the sender within 24 
hours or sooner if a contractual obligation exists to do so – even if it’s simply to 
acknowledge receipt of the email and that you will get back to the sender by ???. 

• Use courteous language. 
• Do not send unsolicited emails without a specific business-related purpose. 
• Do not send Company information classified as “secret” via email. 
• Avoid offending people. If you use antagonistic words or critical comments it can hurt 

people and cause awkward situations. Email is not the place to make negative 
comments. If there is a problem, resolve it in person, and avoid a war of words on email.  

• Remember that few people like "spam." When sending unsolicited emails, make sure 
there is value to the recipient, or they will likely consider it "spam" and delete it unread.  

• DO NOT send emails to our “Company all” distribution lists without the authorization of 
your Manager. Develop distribution lists for specific audiences.  

• Always be aware that nothing on email is private. There is no such thing as a private 
email, even once a message has been deleted. Before you click "send," consider what 
may happen if the message is read by someone else, like your manager. The general 
rule of thumb is to not send personal or confidential emails. Better safe than sorry.  
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Out-of-office Email Notification 

When you are out of the office and unable to retrieve email in a timely manner, we ask that you 
turn on your “out of office assistant”. This will generate an automatic reply email and notify 
senders that you are not available to respond to them. For your convenience, you may want to 
use the following templates as guidelines to develop your out-of-office message: 

1. Out of the office – limited access to email: Thank you for your email. I will be out of 
the office traveling on business from [date] to [date] and will have irregular access to 
email. I will respond to your message as soon as I can. If the matter is urgent, you are 
welcome to call my cell at {mobile number} or contact [person} at [contact information]. 
Thank you, and have a great day! 

[Standard email signature]  

2. Out of the office – no access to email: Thank you for your email. I will be out of the 
office from [date] to [date] and will not have access to email. I will respond to your 
message when I return on [date]. If the matter is urgent, please contact [person] at 
[contact information] Thank you, and have a great day!  

[Standard email signature] 

      Smartphone / Tablet Etiquette and Protection 

Overview 

Within existing guidelines, the Company supplies and maintains smartphones and/or wireless e-
mail devices such as tablets for some individuals.  

When using a wireless device, we ask that you use good judgment in how you use them and 
follow the guidelines included in this document.  

Practice 

Guidelines for all Wireless Devices 

We ask that you adhere to the following guidelines regarding use of wireless devices: 

• Turn wireless devices off during meetings, or at least turn the ringer on low or vibrate. If 
you must use your wireless device during a meeting, excuse yourself from the meeting 
and step outside so that others are not disturbed. 

• If you are expecting a phone call that you must take while in a meeting, advise meeting 
participants in advance. 
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• If you leave your wireless device on while you’re in the office, please keep the ringer on 
low so that others are not disturbed when it rings.  

• We know there are many options for personalizing wireless device ring tones. Please 
ensure that your ring toner selection is not offensive or disturbing to others. Offensive 
language, obscenities, jarring phrases or loud music are not considered acceptable. 

• As a general rule of thumb, wireless phone conversations should be considered public. 
Therefore, we ask that you do not discuss Company confidential information on a 
wireless device. You’re likely mobile or in public when you’re on a wireless device and 
you never know who may be listening. As well, unless you have an encrypted wireless 
device, anyone with a scanner can eavesdrop on your call. It’s good to keep this 
guideline in mind for sensitive personal information, too (e.g., credit card numbers).  

• Do not conduct Company business on a wireless device while you are driving unless you 
are using a wireless headset.  

• If the Company has supplied you with a wireless e-mail device for business purposes, it 
must be password protected so that Company sensitive information does not get into the 
hands of unauthorized individuals. 

• Personal calls may be placed and received on a Company-paid wireless device as long 
as they do not interfere with Company business hours nor incur additional cost to the 
Company. Costs incurred for personal use of Company-supplied wireless devices are 
the responsibility of the individual.  

• Use discretion when using your wireless device while out of town as roaming and long 
distances charges can add up very quickly.  

• Protect your wireless device from theft, loss or damage. If your device becomes lost, 
stolen or damaged, please notify (NAME) immediately.  

• Do not loan your Company-supplied wireless device to family or friends, and use 
discretion when lending it to a co-worker. If a co-worker needs temporary use of a 
wireless device, they should contact IT and arrange for a loaner unit. 

• At any time, you may be asked to produce the phone for return or inspection. Individuals 
unable to present the phone in good working condition within the time-period requested 
(for example, 24 hours) may be expected to bear the cost of a replacement. 

• You must return your Company cellular phone or wireless device immediately upon 
discharge or separation from the Company. 

• Any data on a Company device is considered the property of the Company and may be 
deleted at any time.  

Guidelines for Personal Calls and Personal Wireless Devices 

While at work individuals are expected to exercise the same discretion in using personal cellular 
phones as is expected for the use of Company phones. Excessive personal calls during the 
work day, regardless of the phone used, can interfere with individual productivity and be 
distracting to others.  

A reasonable standard the Company encourages is to limit personal calls during work time to no 
more than one per day as needed. Individuals are therefore asked to make any other personal 
calls on non-work time where possible and to ensure that friends and family members are aware 
of the Company's guidelines. Of course, flexibility will be provided in circumstances demanding 
immediate attention. 
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• The Company will not be liable for the loss or theft of personal cellular phones brought 
into the workplace. 

• Periodically, you may need to use your personal wireless devices for business purposes. 
Reimbursement for such use should be discussed and approved in advance by your 
Manager. 

.BYOD (Bring Your Own Device) Policy 

[Company Name] grants its employees the privilege of purchasing and using smartphones and 
tablets of their choosing at work for their convenience.  

[Company Name] reserves the right to revoke this privilege if users do not abide by the policies 
and procedures outlined below. 

This policy is intended to protect the security and integrity of [Company Name]’s data and 
technology infrastructure. Limited exceptions to the policy may occur due to variations in 
devices and platforms. 

[Company Name]’s employees must agree to the terms and conditions set forth in this policy in 
order to be able to connect their devices to the company network. 

Acceptable Use 

• The company defines acceptable business use as activities that directly or indirectly 
support the business of [Company Name]. 

• The company defines acceptable personal use on company time as reasonable and 
limited personal communication or recreation, such as reading or game playing. 

• Devices’ camera and/or video capabilities are not disabled while on-site. 
• Devices may not be used at any time to: 

o Store or transmit illicit materials 
o Store or transmit proprietary information belonging to another company 
o Harass others 
o Engage in outside business activities 

• Employees may use their mobile device to access the following company-owned 
resources: email, calendars, contacts, documents, company internal and external 
websites.  

• [Company Name] has a zero-tolerance policy for texting or emailing while driving and 
only hands-free talking while driving is permitted. 

Devices and Support 

• Smartphones including iPhone, Android, Blackberry and Windows phones are allowed 
as long as they support ActiveSync connectivity to an Exchange Server.  

• Tablets including iPad, Android and Windows are allowed.  
• Connectivity issues are supported by IT; employees should contact the device 

manufacturer or their carrier for operating system or hardware-related issues. 
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• The IT department will provide the credentials and instructions on how to connect your 
device to the network.  

Reimbursement 

• The company will/will not reimburse the employee for a percentage of the cost of the 
device (include the amount of the company’s contribution), or The company will 
contribute [$] amount of money toward the cost of the device. 

• The company will a) pay the employee an allowance, b) cover the cost of the entire 
phone/data plan, c) pay half of the phone/data plan, etc. 

• The company will/will not reimburse the employee for the following charges: roaming, 
plan overages, etc. 

Security 

• In order to prevent unauthorized access, devices must be password protected using the 
features of the device and a strong password is required to access the company 
network. 

• The company’s strong password policy is: Passwords must be at least six characters 
and a combination of upper- and lower-case letters, numbers and symbols.  

• The device must lock itself with a password or PIN if it’s idle for five minutes. 
• Rooted (Android) or jail broken (iOS) devices are strictly forbidden from accessing the 

network. 
• Smartphones and tablets that are not on the company’s list of supported devices are not 

allowed to connect to the network. 
• Smartphones and tablets belonging to employees that are for personal use only are not 

allowed to connect to the network. 
• Employees’ access to company data is limited based on user profiles defined by IT and 

automatically enforced. 
• The employee’s device may be remotely wiped if 1) the device is lost, 2) the employee 

terminates his or her employment, 3) IT detects a data or policy breach, a virus or similar 
threat to the security of the company’s data and technology infrastructure. 

Risks/Liabilities/Disclaimers 

• While IT will take every precaution to prevent the employee’s personal data from being 
lost in the event it must remote wipe a device, it is the employee’s responsibility to take 
additional precautions, such as backing up personal email, contacts, etc. 

• The company reserves the right to disconnect devices or disable services without 
notification. 

• Lost or stolen devices must be reported to the company within 24 hours. Employees are 
responsible for notifying their mobile carrier immediately upon loss of a device. 

• The employee is expected to use his or her devices in an ethical manner at all times and 
adhere to the company’s acceptable use policy as outlined above. 

• The employee is personally liable for all costs associated with his or her device. 
• The employee assumes full liability for risks including, but not limited to, the partial or 

complete loss of company and personal data due to an operating system crash, errors, 
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bugs, viruses, malware, and/or other software or hardware failures, or programming 
errors that render the device unusable. 

• [Company Name] reserves the right to take appropriate disciplinary action up to and 
including termination for noncompliance with this policy. 


